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FER N match MU ZLEKD, B IR UREE—/NTIT AR RR, R HE,
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[2023-12-14 14:49:01.536] [warning] [!]Callback rules load failed, Skip callback scan.
[2023-12-14 14:49:01.536] [warning] [']Thread rules load failed, Skip Thread scan.
[2023-12-14 14:49:01.539] [info] [*]Registry rules load success!

[2023-12-14 14:49:46.336] [info] [Process Scan]

[2023-12-14 14:49:46.339] [info] [Process Scan]

[2023-12-14 14:49:58.781] [critical] Match Rule: ghOst_common

[2023-12-14 14:49:58.782] [critical] author: yinhu

[2023-12-14 14:49:58.783] [criticall description: yinhu common rule
[2023-12-14 14:49:58.785] [critical] group: Sangfor M78 Team

[2023-12-14 14:49:58.786] [criticall date: 2023-12-4

[2023-12-14 14:49:58.788] [critical] [+]Match process PID: 2036, HipsDaemon.exe
[2023-12-14 14:50:15.958] [critical] Match Rule: yinhu_C_sharp_backdoor 2023
[2023-12-14 14:50:15.959] [criticall author: yinhu

[2023-12-14 14:50:15.960] [critical] description: yinhu C sharp backdoor
[2023-12-14 14:50:15.962] [critical] group: Sangfor M78 Team

[2023-12-14 14:50:15.963] [criticall date: 2023-11-6

[2023-12-14 14:50:15.965] [critical] Match Rule: AsyncRAT iﬁm\,ﬁl jﬁ%g
[2023-12-14 14:50:15.966] [criticall author: AsyncRAT C Sharp

[2023-12-14 14:50:15.967] [critical] description: AsyncRAT backdoor

[2023-12-14 14:50:15.969] [critical] group: Sangfor M78 Team

[2023-12-14 14:50:15.970] [criticall date: 2023-12-13
[2023-12-14 14:50:15.972] [critical] [+]Match process PID: 5560, $A&ith12.11E2=5 MR B LR exe
[2023-12-14 14:50:16.443] [criticall Match Rule: ghOst_common
[2023-12-14 14:50:16.444] [criticall author: yinhu

[2023-12-14 14:50:16.445] [critical] description: yinhu common rule
[2023-12-14 14:50:16.446] [critical] group: Sangfor M78 Team
[2023-12-14 14:50:16.447] [critical] date: 2023-12-4

[2023-12-14 14:50:16.449] [critical] [+]Match process PID: 5604, erp.exe
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[2023-12-14 14:49:46.339] [info] [*]Scan Specific pid XGRS HE

XAHEE FT S E IR KT pid 25 5604 F1 5560, HEITH XA E

BFR PID W= BrFE CPU  MFE(iEEDL.. UAC Sl
[#5 audiodg.exe 5064 IEHEET LOCAL SE... 00 4,656 K It
5 ChsIME.exe 6036  IFAEIET admin 00 1,080 K E£H
ChsIME.exe 3884  IEIHEIT SYSTEM 00 6,060 K ItiF
Bl cmd.exe 4384 IEHET SYSTEM 00 616 K AFtifF
B conhost.exe 5780 IEEiET SYSTEM 00 4912 K FaiF
[ csrss.exe 516 NEis=E SYSTEM 00 764 K AT
[ csrss.exe 612 IFEET SYSTEM 00 716 K A7mifF
[ csrss.exe 1112 IEEET SYSTEM 00 1,016 K F7eiF
# ctfmon.exe 5764 IEDE(T admin 00 9,144 K DM
[ dllhost.exe 6360 IEEiET admin 00 2776 K Bz
[® dwm.exe 696 IFEET DWM-1 00 14744 K BE2HE
[®] dwm.exe 4800  IEEE(T DWM-2 00 37,780 K B
lg erp.exe 5604 IFfEEiT | ardmin nn 6,736 K RIiF
1 explorer.exe 5916 IEfBET LRSS (E) 5224 K BZE
[#9 fontdrvhost.exe 916 IFEET SRR 972K BXHE
[ fontdrvhost.exe 912 EEET REUSIR(B) 192K B[
HipsDaemon.exe 2036 IFEET REMIR(P) > 6,108 K IAiF
JHRSword.exe 3012 IHOET iR EHEFE(F) 7,888 K ATBiT
[# LogonUl.exe 816 N = SATEISEE(A) 184 K i

[59 [sass.exe 752 J_T:E\Ftr UAC E55E(V) 5,548 K

[#5 MLoaderNF.exe 1884 IFfEEfT SRR TE(C) [z
& MRK64.exe 5704 IELEES / 0,656 K RFtifF
€ msedge.exe 3652  IREET FFTHFEERHIE(0) 3,468 K B2H
@ msedge.exe 3928 IEfDE(T ERERN) 408K EZE
© msedge.exe 8296  IFfDiEiT EEHRL 6,672 K B2ZH
€ msedge.exe 8332 IHoEiT RS E) 5132 K Bz
€ msedge.exe 8368 IEEE(T admin 00 3,604 K EF
€ msedge.exe 9100 IFAEET admin 00 16,500 K 2
€ msedge.exe 1572 IEEET admin 00 40,656 K ExF3
@ OneDrive.exe 9124 IHOET admin 00 21,144 K EzA
[ rdpclip.exe 5248 IEEET admin 00 2,124 K Sf
[# Registry 108 IEfDES SYSTEM 00 4504 K FAiE
[®5 RuntimeBroker.exe 6992  [FIH=fT admin 00 4960 K BzH
[®] RuntimeBroker.exe 7276  IFEETT admin 00 5548 K BEZH
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[m5 taskhostw.exe 5532 IFEET admin 00 1,536 K B2
12 Taskmgr.exe 2820 IEEE]%Er EEAE(E)
TextlnputHost.exe 7832  IEfEE(T SEESHTE(T)
TiWorker.exe 624 EEET ()

[® Trustedinstaller.exe 5320  IEFO&E(T
IREMITER(P) 2

[#] usysdiag.exe 3224 IEEET o
usysdiag.exe 7924 IEHEET REHXIED
wininit.exe 592 IFEET DITEEFHRE(A)
# lwinlogon.exe . 688 IFEET UAC Eflik(W
# |winlogon.exe 3824 IFfOE(T BIERERESH(C)

Y wsctrlsvc.exe 3548 1FEET TSRS (0)
[=] WUDFHost.exe 4528  IEfEE(T TEEIER(N)

CREC - IEEEST EER)
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B ARER12.115=5... 5560 IFE=ET SYSTEM 00 18,784
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:43:20.236] [critical] [+]Match process PID: 8972, die.exe [ svchostene 1088 CAWindows\System32itermsry.dll T 0.00.0:3389 0.0.000 T5.listen
43:20.754 Fit - [ svchastexe 1088 CAWindows\System32itermsrv.dil T 192.168.130.136:3380  192.168.130.1:27471  TS_establishe
author: ghﬂsl [ svchost.exe 1088 CAWindows\System32\termsrv.dll Tce [0:0:0:000:0:0:0%0]: 3388 [0:D:0::0:0:0:0%0):0 TS listen
description: ghst common rule [ svchastexe 1088 CAWindows\System32itermarv.dll uop 00.0.0:3389 "
group: Sangfor M78 Team [ svchost.exe 1088 CWindows\System32itermsre.di uop [OL000000%0]3389 "
date: 2023-12-26 [# svchostexe s CAWindows\system32\rpess.dil e 0.0.0.0:135 0.0.000 TS listen
:43:20.75¢] [critical] [+]Match process PID: 3736, svchost.exe [ avehostexe 352 caw a1 Tep [CG000000%013S  [CDOOO000%00 TS listen
:43:28.200] [info] Process Scan finished I-— schostene 3736 CaUsers\Publicysveer.dll TR 192.168.138.136:50166  154.91.227.10:80 TS establishe
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FE=RREFTHEHBRE

BEREMFRABBE BMIER AR

F= RERIEERE X RZEBIA K C:\Users\F F & \AppData\Roaming\FE# &R, NRFHE
O] FE R SR HE S MR RO ©]



Etoid BIFNER v A= i

| i e = S
8 TE audio
s bearer
L EEsTEE iconengines
imageformats
= E mediaservice
H platforms
playlistformats
= B saldrivers
=l e static
o BF styles
templx
1 B tempup
tmpatich
G i %) api-ms-win-care-file-11-2-0.dll
%] api-ms-win-core-file-12-1-0.dll
%] api-ms-win-core-localization-11-2-0.dll
] api-ms-win-core-processthreads-/1-1..
] api-ms-win-core-synch-11-2-0.dll
8] api-ms-win-core-timezone-11-1-0.dll
@] api-ms-win-core-xstate-12-1-0.dll
@] api-ms-win-crt-conio-11-1-0.dll
@] api-ms-win-crt-convert-11-1-0.dll
@] api-ms-win-crt-environment-11-1-0.dll
@] api-ms-win-crt-filesystem-I1-1-0.dll
1 @] api-ms-win-crt-heap-11-1-0.dll
~ %] api-ms-win-crt-locale-11-1-0.dll
%] api-ms-win-crt-math-11-1-0.dll
%] api-ms-win-crt-multibyte-11-1-0.dIl
%] api-ms-win-crt-private-11-1-0.dIl
%] api-ms-win-crt-process-11-1-0.dll
%] api-ms-win-crt-runtime-11-1-0.dll
%] api-ms-win-crt-stdio-11-1-0.dl
%] api-ms-win-crt-string11-1-0.dll
121 W%

88 = REREMRIFATUMBR R



: istry Scanl

12024-01:08 11:29:50,652] linfol [Regisf
[2024-01-08 11:31:06.030] [critical] [0] Match Rule: reg_3eye
author: 3eye
description: 3eye-backdoor
group: Sangfor M78 Team
date: 2024-1-6

[2024-01-08 11:31:06.031] [critical] [*]Matched Value Data, system\ControlSet001\Services\sdypt, ImagePath -> C:\Users\admin\AppData\Roaming\ntpcs\ntpgs.exe -s sdypt
[Z0ZZ-0T-08 TT:3T06.032] o] [+ ]Delete systemyCantrolsetU0 T oervices\saypt -» Imageratn success
[2024-01-08 11:31:06.034] [info] [+]Delete system\ControlSet001\Services\sdypt -> DisplayName success
[2024-01-08 11:31:06.036] [info] [+]Delete system\ControlSet001\Services\sdypt -> ObjectName success

2024-01-08 11:31:06.038] [info] [+]Delete szstemEControlSelOUl:Servi(es sdypt -> Description success

2024-01-08 11:31:08.548] [critical] [0] Match Rule: reg_3eye
author: 3eye
description: 3eye-backdoor
group: Sangfor M78 Team
date: 2024-1-6

2024-01-08 11:31:08.550] [critical] [*]Matched Value Data, system\ControlSet001\Services\sucat, ImagePath -> C\Users\admin\AppData\Roaming\ntpcs\sdesvr.exe -s sucat

T2A=UT=OTT

O T T T T e et Sy S (T COTTIT O SO0 T SETVICEs WUt at == Mg eratiT Sucee
2024-01-08 11:31:08.554] [info] [+]Delete system\ControlSet001\Services\sucat -> DisplayName success
2024-01-08 11:31:08.556] [info] [+]Delete system\ControlSet001\Services\sucat -> ObjectName success
2024-01-08 11:31:08.558] [info] [+]Delete system\ControlSet001\Services\sucat -> Description success
2024-01-08 11:32:51.884] [info] Registry Scan Finished




